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Fictional demonstration. No real assessment was performed.
All assets, evidence, findings, and severity ratings in this document are synthetic. This report is not a
client deliverable, certification, or statement about the security of any real organization.

Executive summary

This example demonstrates how Whelnfosec can present an assessment scope, a finding, and a remediation
plan. It contains one illustrative high-severity finding: unnecessary docker daemon socket mount.

If the process can access the socket, compromise of the application may allow privileged daemon operations.
Impact depends on daemon mode and authorization.

Recommended next step

Remove the mount from application workloads. If daemon access is required, isolate that component, narrowly
control access, and evaluate rootless operation and reduced runtime privileges.
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Scope and methodology

lllustrative scope

Fictional Dockerfile, Compose configuration, image metadata, and runtime settings. Kubernetes and registry
penetration testing excluded.

Engagement inputs

Dockerfiles, Compose files, image references, runtime inventory, and read-only access where agreed.

Example assessment process

1. Confirm written authorization, assets, access, and testing boundaries.

2. Review the scoped controls and validate observations with controlled test data.
3. Document evidence, prerequisites, impact, and practical remediation.

4. Agree a retest plan and report unresolved limitations.

Severity model

Qualitative severity combines plausible impact and required access. High means material impact with realistic
prerequisites; Medium means narrower impact or stronger prerequisites; Low means limited impact. Ratings
are illustrative, not CVSS scores.

Framework context

Relevant OWASP Top 10:2025 themes. Applicable themes only; not a platform-specific Top 10. Scope
determines category coverage; no OWASP certification is implied.

Coverage and limitations

Only the example workflow described here is represented. No tool scans, customer interviews, exploit attempts,
or retests actually occurred. Absence of other findings does not imply that other controls passed.

ID Finding Severity

WHE-SAMPLE-06-01 Unnecessary Docker daemon socket mount High
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WHE-SAMPLE-06-01 / HIGH / SYNTHETIC

Unnecessary Docker daemon socket mount

Observation
The fictional application container has the host Docker daemon socket mounted despite having no

orchestration requirement.

lllustrative evidence

Synthetic Compose excerpt: volumes: ["/var/run/docker.sock:/var/run/docker.sock"].
Configuration review only; no daemon operations were performed.

Potential impact and prerequisites
If the process can access the socket, compromise of the application may allow privileged daemon operations.

Impact depends on daemon mode and authorization.

Validation boundary

The evidence above illustrates reporting style only. An actual assessment must confirm affected assets, access
conditions, scope, and reproducibility before assigning a final severity.

Recommended remediation

Remove the mount from application workloads. If daemon access is required, isolate that component, narrowly
control access, and evaluate rootless operation and reduced runtime privileges.
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Remediation and retesting

Suggested owner

The application or infrastructure owner responsible for the affected control, supported by the security team.

Retest acceptance criteria

Inspect resolved Compose configuration and running mounts. Confirm the application cannot reach the daemon
socket, remains functional, and uses only necessary privileges.

Tracking field Sample value

Status lllustrative finding - no actual remediation tracked
Target date To be agreed by the asset owner

Retest result Not performed

Residual risk Requires validation in a real assessment

Technical reference

https://docs.docker.com/engine/security/

Reference material supports assessment concepts; the fictional finding is authored for this sample and does not
imply endorsement by the reference publisher.
Discuss your scope

contact@wheinfosec.com
wheinfosec.com/contact.html

Public sample. Do not use this document as evidence of a completed security assessment.
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